Abstract. Many techniques for watermarking of digital images have appeared in numerous publications. Most of these techniques are sensitive to cropping and/or affine distortions (e.g., rotation and scaling). In this paper we describe a method for the recovery of original size and appearance of images based on the concept of identification marks ("fingerprints"); the method does not require the use of the "original" image, but only a small number of salient image points. We show that, using our method, it is possible to recover original appearances of distorted images. The restored image can be used to recover embedded watermarks.
Introduction
Interest in digital watermarking techniques is growing, motivated by the need to provide copyright protection to digital works, such as images, audio, and video, has increased over the last few years. Much of the interest has been driven by the growth of the Internet and the development of compression techniques and compression standards that make possible fast transmission of large volumes of information. These advances have made it easy to copy almost any song, image, video, or multimedia object that is available in digital form.
Watermarking can be used to identify owners, license information, or other information related to the digital object carrying the watermark. Watermarks may also provide mechanisms for determining if a work has been tampered with or copied illegally. In the domain of video and satellite broadcasts, watermarks are used to interfere with recording devices so copies of a broadcast are somewhat corrupt. Much of the focus has been on digital watermarking of images; this paper deals with images, although some of the discussion can be equally applied to other digital works.
Many proposed watermarking techniques are sensitive to image compression and transformations such as smoothing, rotation, scaling, cropping, and so on, or even printing and scanning. This interferes with the readability of the watermark. Publicly available tools can be used to distort images and effectively disable their watermarks. Given the volume of data on the internet, a watermark is effectively hidden if it cannot be found using a computationally simple and fast procedure.
Attacks on watermarks may be accidental or intentional. Accidental attacks may be the result of standard image processing or compression procedures. Illicit attacks may include cryptanalysis, steganalysis, image processing techniques, or other attempts to overwrite or remove existing watermarks or confuse the reader as to the authenticity of the watermark [7, 8] .
Many owners of watermarked works do not want the watermark to interfere with the use of the work by others; they therefore require that the watermark be imperceptible to the human visual system. This requirement works against the robustness of a watermark. Nevertheless, watermark users usually advertise the fact that a watermark exists.
In images, various image processing techniques and transformations are commonly employed to develop and apply digital watermarks. These methods can also be used to attack and disable watermarks. Even with advances in watermarking technology, watermarks may be forged or overwritten; for example, multiple watermarks may be placed in an image and one cannot determine which of them is valid [1] . Current watermark registration services are "first come, first serve", and someone other than the owner of a digital work may attempt to register a copyright first.
Attacks on watermarks may not necessarily remove the watermark, but only disable its perceptibility. If watermarks are used to locate images, how can an image be located or the watermark verified after it is disabled? To begin to understand this issue, we can ask: what features of an image are unaffected by (or invariant to) the processing that disables the watermark? Finding such features is key to reliably locating an image when an embedded watermark has been disabled.
We propose alternative methods for image recognition based on the concept of identification marks (id-marks or "fingerprints"), which can be used to locate corrupted copies of images [3, 6] . Such a fingerprint can be used as a code to recognize an image and once an image is found, then the amount of change that occurred in the process of disabling the watermark can be determined. This same fingerprint can be used in calculating the inverse transform based on these changes over the image to recover the original appearance (scale and rotation) of the image. In doing so, we are also able to recover aspects of the embedded watermark, as we will see later.
The remainder of this paper is organized as follows: Section 2 provides formal descriptions of image processing techniques that we use in the recognition and recovery processes. Section 3 provides a brief description of our image fingerprinting and recognition methods based on invariant image properties. It shows how images can be prepared before their release to allow their easier recognition. Section 4 describes our method of recovering image parameters and appearance, and presents experimental results on images. Conclusions and suggestions about future research are presented in Section 5.
